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Backgroundto Coronavirus Phishing Emails

Criminals are using the coronavirus to try and bait people into clicking suspicious links in a
bid to hack into their computers and steal personal information.

Multiple phishing campaigns have emerged in the wake of the devastating outbreak.

Criminals are claiming to be officials from healthcare groups such as The Centers for
Disease Control (CDC), the World Health Organization (WHO) and the National Health
Service (NHS).

They purport to offer guidance and information on the COVID-19 outbreak but instead
attempt to insert malware and harvest the credentials of unsuspecting users.

How to avoid falling for the Phish

Avoid any inbound emails on this topic completely and instead go to “known good” sources
of information like World Health Organization (ww.who.int), the Centers for Disease Control
(cdc.gov) and the National Health Service (NHS) as well as local government and news
agencies for any information regarding this situation.

Bad actors are preying on fear; the best strategy is to ignore them completely and follow our
spam and phishing guidance.

Example Phishing Emails

Some emails have been seen to state the only way to minimise risk of infection is by
avoiding high-risk areas that are listed on a page.

They provide a hyperlink to ‘this’ page in the email however the link takes the user to sites
being run by hackers.

Many emails have been seen that appearto look genuine fooling users into believe they
have originated from an @cdc.gov email address therefore making them appear trustworthy.

Emails to date have been seen which:

e Steal user credentials;

e Place malware locally onto machines including key loggers to start tracking all keys
entered;

¢ Have word documents attached that once launched run malicious code to start
sending documents from connected drives to criminals.
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http://intranet.erc.insider/article/8273/Spam-and-Phishing
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Examples include:
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[EXTERNAL] COVID-19 - Now Airborne, Increased Community Transmission
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A5 wou know, the Department of Health and Human Services has declared the Coranavirus [COVID-19) a public health emergency.

At this time, three new cases have been cenfirmed areund your lacation today. The risk to the Public in your city and thraugheut the World is very
HIGH.

The World Health Grganization has named the new coronavines, Covid-19, and the Centers for Disease Control and Prevention has established
precautions.

* The COC requires you to avold [HIGH-RISK) zone around your city to Minimize Chances for Exposures,
* & high-rizk person s currently being monitored around your city center.

For additional infermation about high-risk places around Wttps/ hesling -yl comied. php?
&=

(Bek or tap to follaw link.

https:/fwaww. e govf COVID-19 neweases fleb 26 your-city. html

As always, it is recommended to you

* Wash hands often with soap and water for 20 seconds. Use an alcahol-based hand sanitizer if soap and water are not on hand,
* Cover the nese and mouth with sleeve or tissue when coughing or sneezing.

* Avold [HIGH-AISK] zone, see above for newly updated places to awvold.

* Limit close contact with people who are sick.
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Attention: List Of Companies Affected With Corenavirus March 02, 2020
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Sundiay, March 1, 2020 at B55 PM
@ undisciosed-reciplents:;
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T WHOM IT MY CONCERN,

I am writing to give you updated infarmation on the nowel Coronawirus.
And the list of the affected companics Bsted by WH.O
& mew virus that causes respiratary (liness,

Find attached to see the safity precautions.

WHO Headquarters

The World Banky
Far more Infarmation regarding Healthy Settings, please contact:

Interventions for Healthy Environments Unit (IHE)
Psblec Hoalth and Envirenment Department (PHE)
‘Warld Health Organization

20 Awvenue Appla

1211 Geneva 27

Switzertand

Fax Ma.: +41 22 791 13 83 Altention: Healthy Settings
E-mail:
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