Registering for Employee & Manager Self Service (ESS & MSS)

Please note you only need to complete MFA registration once and this will put it in place on all versions of the system that you access. 


1. Click on the ‘HR Employee Self Service’ button on the Intranet homepage or the ‘ERC employees – HR Self Service’ link on the Internet homepage 
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2. Users must register for iTrent MFA before you can sign in to HR self-service again. The registration link can be found towards the bottom of the white box on the sign in page.
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3. Enter your email address and then click ‘Send verification code’ 

Please enter the email advised by HR Systems as this is the email address that we hold on the HR system for you. For the majority of users this will be your work email address. Staff who do not have a work email address will use their personal email.
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4. You will then receive an email containing a 6 digit verification code

Please be aware that the code will expire after 9 minutes, so step 5 must be completed within this timeframe 
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5. Enter the verification code and click ‘Verify code’
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6. Complete the required fields and click ‘Continue’ 

DO NOT click ‘Change email’. Changing the email will cause MFA registration to fail, as the email address registered must match what is held against your account on the HR system, and you will be unable to log into HR self-service.

You need to create a new password which will be the one you now use for logging into HR self-service.
(This password should also be used for signing into Manager self-service/Core, if you also have access to these). 

The password must be between 8-16 characters long and contain 3 out of 4 of the following: lowercase characters, uppercase characters, digits (0-9), and one or more of the following symbols: @ # $ % ^ & * - _ + = [ ] { } | \ : ' , ? / ` ~ " ( ) ; .
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7. You now need to decide what your preferred verification method is – app or text message. The verification method you choose will be used every time you log in to HR self-service. 

If using an app to verify, download an authenticator app to your smartphone. 

If using text message to verify, go to step 12. 


8. You can download any authenticator app that is available on IOS App Store or Android Play Store. 

Some commonly used authenticator apps are Microsoft or Google Authenticator. 
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9. Once you have downloaded the app, use it to scan the QR code on the sign in screen.
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10. Once the QR code has scanned, the app will create an iTrent account, click on this and a 6 digit, one time password code will be produced.

The code will refresh every 30 seconds for security purposes so you must ensure to enter the currently displayed code.
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11. Enter the 6 digit code on the registration screen and click ‘Continue’. Now skip to step 16.
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12. [bookmark: Step12]To use text message to verify, click on the link at the bottom of the screen
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13. Enter your phone number and click ‘Send code’

Please note that you will be sent a text to this number every time you log in to HR self-service so you must ensure this is a phone you always have access to. 
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14. You will then receive a text with a 6 digit verification code 
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15. Enter the 6 digit code and click ‘Verify code’
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16. [bookmark: Step16]Registration is now complete. Click ‘Continue’ and it will take you into the HR System. 
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17. From now on, whenever you log in to Self-Service (ESS or MSS) you will use your email address as your username. 

Enter your email address and the password you created during registration and click ‘Login’
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18. Enter your 6 digit verification code from either your authentication app or text message and click ‘Continue’ 

If you are using the app, each time you login you just need to open the app and click on your iTrent account and you can obtain your code from here.
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If you are using text message, click ‘Send code’ and then enter the code you receive and click ‘Verify code’
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[bookmark: _GoBack]You will then be taken into Self-Service. 












image1.png
s

Councillors | Chief Executive’s Office ~Business Operations & Partnerships | HSCP | Education | Environment | Your Coundil  HR & Payroll | Digital Transformation

Home

ot e O

ICT Service Desk
HR Employee  HR Manager

Wb eing OO SelfService  Self Sevice
Information and Cyber Security
Core Systems Self Service will not open vith
e Learning Internet Explorer. You wil need to

use another browser, we suggest
Health and Safety Chrome or Edge.

7 d &
Foster campaign launches Q‘QCOQV\\"’\OV\ @

Carers needed to make a positive change to the lives of children and Contacts Applications
young people East Ren Rewards, Kudos & We

Are East Ren Awards @





image2.png
* 302

@ hepsirentiyens

x +
[ R r— YT

l Prjectighighe .

e o
«s>co

e

PR ——
@ i Todd Son ] Digtl Tt

G Google © Moo Offc Ho

Jobs and careers
Want to work for one of the most progressive councils in Scatland? Brows

our latest vacancies to find your perfect job.

Social media 2025 - East Renfrewshire Counc
Powered by GOsS

Accessibility  Cookie settings  Cookie Policy  Disclai

R Ezsf;i
oo hire Contactus  ERC employees - HR Self Service

Privacy policy




image3.png
Login ]

Email addre:

Don'thave an account? Regster

g




image4.png
Register a

Please verify your email address.

* Email Address (required)

‘ Suzanne.Nelson@eastrenfrewshire.gov.uk ‘

‘ Send verification code .





image5.png
o Microsoft on behalf of pf-identityserver-euprod <msonlineservicesteam @microsoftonline.com>
To: Nelson, Suzanne3

Verify your email address

© &«

Wed

Thanks for verifying your Suzanne.Nelson@eastrenfrewshire.gov.uk account!

Your code is: 617435

Sincerely,
pf-identityserver-euprod




image6.png
Register ]

Verification code has been sent to your
inbox. Please enter code below

* Email Address (required)

‘Suzanne.Nelson@eastrenfrewshire.gov.uk ‘

* Verification code (required)

‘ 617435 ‘

‘ Verify code ‘Send new code





image7.png
Register a

Email address verified. You can now
continue.

* Email Address (required)

Suzanne.Nelson@eastrenfrewshire.gov.uk

Change email .

* New Password (required)

* Confirm New Password (required)

* First Name (required)

* Surname (required)

Continue .





image8.png
&1

2 authenticator app °

Authenticator
o A





image9.png
< Search

< Scan QR code

Your account provider will display a QR code





image10.png
Secure your account &

Ensure you're the only one who can access
your account.

1. Install an authentication app

>

2. Use the authentication app to scan this
QR code

Please enter verification code using your
authentication app

‘ Continue .

If you don't own a smart device, click here to
et e CAA





image11.png
One-time passwords enabled
¥ou can use the one-time password codes generated by this
app to verify your sign-ins

One-time password code




image12.png
iTrent

Secure your account @

Ensure you're the only one who can access
your account.

1. nstall an authentication app

Sra

2 Use the authentication app to scan this
QReode

* Please enter verification code using your
authenication app (required)

TN

1f you dorit own a smart device, cick here to
Setup using SMIS





image13.png
iTrent

Verify a
Country Code
United Kingdom (+44) .

Phone Number

Send Code >

.4





image14.png
o506 wion

Use verficaton code 346399 for
frent ceasote authenicaton





image15.png
iTrent
Verify a

Verification code sent to: XXX-XXX-55158

Enter your verification code below, or
send a new code

‘ 660025 ‘

Verify Code >
Lost/forgot device





image16.png
Register

Thank you for registering for mutiactor
authentication. Press Continue t log n to
rent.





image17.png
Login a

+ Emaladdress (required)

]

iR required)

L

Forgotten password?

=B

Don'thave an accour





image18.png




image19.png
Verification code
uMmber 00X.

Enter your verfication cade below, or
send a new code

»
- DO

Res





image20.png
Veri a8

Verifc e will be sent to telephone
umber: 00003019

30





